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SelectSurvey.NET Install Guide

This install guide has more detailed information and helpful points for hosted customers. See Appendix D of
this document for common problems and solutions.
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Requirements

To use this system, your web site must be running Microsoft Internet Information Server (1IS) and
have the .NET Framework 3.5 (or later) installed. MDAC 2.9 or later required for database drivers
(unless you are on server such as 2008 where DAC is installed with windows).

Installation Considerations for Hosted Environment

If you are planning on hosting the application in a hosted environment first make sure the hosting provider
complies with the following:

CONTROL PANEL MUST HAVE ABILITY TO ADD APPLICATION FOLDER! See list in Appendix of preferred
hosting providers that offer the below capabilities in the control panel.

Windows Server (Microsoft Internet Information Server).

.NET Framework 3.5 (or later) must be installed on hosted server

Supports Microsoft SQL database, MySQL or Oracle.

In some situations an application pool for the application is desirable to prevent excessive time outs
due to Microsoft recycling sessions on a busy hosted server. (See Appendix A for details)

Ability to configure application folder as an application in IIS.

Access to SMTP server for sending email. The app is using System.Web.Mail which is included in the
.NET Framework, which uses CDOSys.dll for sending email to a relay server. The ASP.NET account
must have permissions to the CDOSys.dll for emailing.

A WNR

ow

Installation Checklist

The steps to install SelectSurveyNET are as follows:

# 1. Download and Unzip files.

Copy “files to copy to 1I1S” to web server.

# 2. Place files on Web Server and Configure Web Server.

Configure 1IS root folder as an application to use .Net 3.5 Framework.

# 3. Configure your database.

Write down connection string for next step.

¥ 4. Edit the WEB.CONFIG.

Enter your database connection string into the web.config. Edit other keys with
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your customized information.

¥ 5. Login to set Global Application Settings after logging in with the browser.

Adjust default settings in the admin tools with the web browser.

Detailed Instructions for above steps:

Place Files on Web Server and configure IIS.

1. Download and Unzip files.
Unzip the files to a temporary directory. The zip file contains a folder of files to copy to the web server
titled “'Files to copy to IIS”, and a folder containing the solution project file and source code titled
“Source Code” for development and customizations.

2. Place files on Web Server and Configure Web Server.
Copy the files inside the folder “Files to copy to IIS” to either your root web site folder or create a virtual
directory in IIS that points to where your put the files, named something like "SelectSurveyNET". Make
sure there is an “Application Name” entered as shown in figure 1 below under “Application Settings” in IIS
properties for the SelectSurveyNET virtual directory. If you are using IIS6.0 with Windows Server 2003,
we recommend that the Select Survey application be assigned its own application pool. For instructions
how to do this see Appendix A at the end of this document. Session state must be enabled (enabled by
default) you can check it by clicking on the “configuration” button next to the application name (see
figure 1).
SelectSurvey.NET uses .net 3.5 or higher.

Note for Hosted Environment: If your hosting provider does not allow you to configure a sub folder or
virtual directory as an “application” you will have to put the application in the top or root folder of your
web site or ask the hosting provider to configure the folder for you.
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| HT TP Headers || Custom Errars || Server Extensions |

Directory | Docurments | Directon Security |

When connecting ta this rezource, the content should come from:
{(%)iThe designated directon
& ghare located on anather computer
() & redirection to a URL

Lacal Path: |'xSeIeu:tSuwe_l,lNET

[] 5cript sowrce access Lag wisits

Bead |rdey this rezaurce
[ ] write

[] Directory browsing

Application 5ettingz

Application narme: |Select5uwe_l,lNET | [ Femove ]

Starting point: <Def. \SelectSurveyMET
-

Execute Pemissions: | Scripts anly E
Application Protection: | M edium [Poaled) Unjoad
I ] ] [ Cancel ] Apply

figure 1 (IIS 6)
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i‘ﬂ Internet Infimlatmn Services gIS} Manager -

B NN

@_@ |:j ¥ SHERYL-PC » Sites » Default Web Site » SelectSurveyMET3

File  View Help

Connections
4 W /SelectSurveyNET3 Ho
i =
| -
b -] SelectPoll i -
. © i~ - -
i | SelectPollPreComp roup by: Area ER
ASP.NET

b7 SelectSurvey_Projec
D.:I SelectSurveyASPWVE, @ f“ ﬁ_
b7 SelectSurveyMaya = > F:|

b - SelectSurveyMETL .NEI' _ -NH _ MET Profile
f>--.__=| SelectSurveyNET2 Compilation Globalization

b7 SelectSurveyMET2-I - (o 'i&
S —
57 SelectSurveyNET2P * L !

i :
4 F SelectSurvey}' ™™ Bomlicatine  Camesstinn  Machine Key
o[ _do notif & Explore :
I b -5 App_Cod Edit Permissions...
I i App D2t 4 44 Application... |
- | App_Glok — _ _
: D’.:l App_The e Add Virtual Directory...
b bin Manage Application b
-] Clientlne
] DevExpre Ml  Refresh S
5.7 FlashCha 3 Remove _ (/]
b ] Help ion  Default
> = ' [ Document
I b I8 Resourcel B2 Switch to Content View
=T = .

. —_ —_ =
figure 1 (Internet Information Services (IIS) Manager 7)

Also, make sure the Default.aspx page is set as the default document on the “Documents” tab in the web
site properties as shown in figure 2. Figure 3 shows that you must have the asp.net tab set to .net
framework version 3.5 for this application version.

Note for Hosted Environment: Hosting providers usually have a control panel that allows you to set
the default page. If not, just make sure there is not another page in the same folder that the server may

”

default to such as “default.asp”, “index.asp”, etc. instead of default.aspx.
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[ HTTF Headers " Cuztom Errors _"_ Server Extenzions ]
[ Drirechory ] Documnents I Drirectary Security ]

~—[+]iE nable Default Document

Drefault. asps

i Drefault. him Add...
Default. azp

E indes. hitm Femaove
iizstart azp =

~I ] Enable Documert Foater

| Browsze. .

i ] i [ Cancel Apply

figure 2 (IIS 6)
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'E Internet Information Services (IS) Manager _ .2“ Elm‘
m | P » SHERVL-PC » Sites » Default WebSite » SelectSurveyNET3 » | @~ |
File  View Help |
Default Document _
el B @ The file ‘'default.aspx’ exists
N A in the current directory. It is
b ] SelectPoll Use this feature to specify the default file(s) to return when a client does recommended that you
b -a SelectPoIIPreCc-rr?p not request a specific file, Set default documents in order of priority. move this file to the top of I
DE‘ selectSurvey Projec the list to improve
-] SelectSurveyASPv8. MName Entry Type performance.,
B+ 7] SelectSurveyMaya default.aspx Inherited
Q--ﬁ SelectSurveyMETL Default.htm Inherited _
-] SelectSurveyNET2 Default.asp Inherited Add...
i -] SelectSurveyNET2-] index.hitm Inherited % Remove
[ SelectSurveyNET2P | = index.html Inherited £+ Move Up
4 @ SelectSurveyNET3 iisstart.htrn Inherited &
i-[2 _do not include Move Down
DE App_Code Disable
b -] App_Data Revert To Inherted
i ] App_GlobalResc
Dﬁ App_Thermes 0 Hel|_:
& bin Online Help
(e, | [ eatures View | Content View
Configuration: 'Default Web Site/SelectSurveyMET3' web.config qi:;
= = — — — z

figure 2 (Internet Information Services (IIS) Manager 7)
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SelectSurveyNET 3 Properties

| Directony || Documents || Directony Security || HTTP Headers || Cuztom Ern:urs| ASPNET l_
Microsgft
EP.IIGT

ASP.MET werzion:

Wirtual path: Ia’SEIE:tSuwe_I,INETS
File lozation: Ic:hinetpub\wwwrnnt"xﬁ electSurveyME T Ihweb o
File creation date: IEHEEI#:ZEIEIEI 12:10:09 Ak
File last modified: IEM;’EDDEI 5:13:29 P
Edit Configuration. .. |

L k. J [ Cancel Apply

figure 3 (IIS 6)
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ﬁ Internet Infomlation_Senrices (II5) Manager “ * "I '_- E‘Eu

@'@ | [} » SHERYL-PC » Application Pools | oy @ -
I Eile  View Help
| Connections . ) Actions
? qﬂ Application Pools - -
& Add Application Poal...
iﬂ SHERYL_.pC.EShewl_polgha” i This page lets you view and manage the list of application Set Application Pool Defaults...
Jl;? Application Pools pools on the server. Application pools are associated with Application Pool Tasks
4 .II Sites waorker processes, contain one or more applications, and P Start
4 a Default Web Site provide isclation among different applications. — ;:I
[ Ascoa op
E..g aspnet_client Filter . %Qn ) %Shmﬂll ﬂ Keeiscn
[:> -[7] AtomicDesignCo Mame B Status  .MET Fram.. Mana Edit Application Pool
b AtomicDesignNewsite LY ASP.NET 11 Started vl Classi Basic Setfings...
b.__tl CeylonProject? @Classic.NEl' AppPool Started w20 Classi Recycling...
Dg glatSS:-PPS @Defaultﬂ.pppool Started w20 Integr Advanced Settings...
E.j D:fvaia::;achineﬂand = @Selecﬁﬁuwwﬁ.pppuul Started w20 Integr Rename
b,j DianelusickProStoresC )( Remove
|>._\_":| DianeDusickProStoresP View Applications
[ images
b -] OPFPublishing.com @ Hep
Dn_:l SelectPoll Online Help
i [ SelectPollPreCompiled
b,j SelectSurvey_Projectl2
b -[] SelectSurveyASPv8.5.1
1 -[7] SelectSurveyMaya
» - SelectSurveyMETL
b -] SelectSurveyNET2
b -] SelectSurveyMNET2-Diar
i [ SelectSurveyNET2PreC:
| 4 [ SelectSurveyNET3
{0 _donetinclude
|>,j App_Code
b - App_Data
b - App_GlobalResourc
b1 App_Themes J " | %
_p-[2 bin <
T b .| Content View
Ready 9.

figure 3 (Internet Information Services (IIS) Manager 7)
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B (General) =
MET Framework Version v2.0
Enable 32-Bit Applications True (=]
Managed Pipeline Mode Integrated |
Mame DefaulthppPool
Queue Length 1000
Start Automatically True
B CPU
Limnit 0
Limit Action Mobction
Lirnit Interval (minutes) 5
Processaor Affinity Enabled False
Processor Affinity Mask 4294967295
B Process Model
Identity ApplicationPoolldentity
Idle Time-out (minutes) 20
Load User Profile False A
Maximum Worker Processes 1 r
Ping Enabled True
Ping Maxirmum Response Time (s 90
Ping Period (seconds) 30

Shutdown Time Limit (seconds] 90
Startup Time Limit (seconds) a0

Bl Process Orphaning
Enabled False
Executable
Executable Parameters

Bl Rapid-Fail Protection
"Service Unavailable" Response T Httplevel

Enabled True
Failure Interval (minutes) 5
Maximum Failures 5

Shutdown Executable

Shutdown Executable Parameters

Bl Recycling
Disable Overlapped Recycle False

Disable Recycling for Configuratic False
Generate Recycle Event Log Entry

Enable 32-Bit Applications
[enable32BitAppOnWinbd] If set to true for an application pool on a 64-bit

operating system, the worker process(es) serving the application pool will
be in WOWa4 (Windows on Windowst4) mode. Processes in WOWG4 mo...
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IIS7 Application pool settings for 64 bit servers: Set Enable 32-bit applications = True.

Configure the Database.

3. Configure your database.
There are three required steps for each type of database. Please refer to the appropriate section, below.
Use the page: “debugdatabaseconnection.aspx” which you can open in the browser where the survey app
is installed to test your connection string below by pasting the “Value” from the key in the web.config into
the textbox provided (without the quotes around it), then clicking the “test connection” and “test
permissions” buttons to test. The red text below the test buttons will indicate whether your database
connection string is correct format or not. After you get a successful test, copy the value back into your
web.config, then save your web.config.

SQL Server

a. At this point, you may want to optionally create a new database for the application. If you decide not
to create a new database and to use an existing database instead, note that all table names have the
refix "SUR_" so that they can easily be distinguished from other tables in the database.

Eile

D NewQuery [y | 0B iR B |3 |5 & 4 | 2

Edit View Tools Window Community Help

annect*|$_§!§ = fﬁ
= Ca e :

15y NewDatabase.. I
[:' 4-g Attach...
|y 4-C
L] au Restore Database...
[j au Restore Files and Filegroups...
[:' Cla Start PowerShell
g em
| ctc Reports b
['L' E}.[E Refresh Al
M L ni
% Registered Servers l@ Object Explorer
Output
Ready
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ﬁ Filegroups Database name:

Qwner:

[¥] Use fulltext indexing

Database files:

Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth

survey Rows ..  PRIMARY 2 By 1 MB, unrestricted growth
survey_log Log Mot Applicable 'I By 10 percent, unrestricted growt

Connection

Server:
ATOMICE\SQL2008R2

Connection:
sa

Sj Wiew connection properties

Progress
Ready

Remove

| Lo )

L__' oCE
|j productcart
L__' safety-kleen
@ [ st =
. L—' Mew Database...
[ un
Lj um| Mew Query
L__' Script Databaseas  »
[+ Securit
[ Secur Tasks 3
[ Server
[ Replicz Policies ’
(4 Manag Facets
Start PowerShell |
| 1,
| %Regiﬁered Sery o g 5
5' Output Rename
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'reject Debug  Tools Window Community Help
Bk SHS B
< |[¥ Bxecute] » w v 33 [ 37 % | QAEHE = 2 ([EEAL

R LQueryl.sql - AT...2.4-053 (sa (52))* |
5 Execute

T 10501600 E CREATE TABLE [dbo].[sur id generatiom] |
AL Server10.50.1600 - = L [next available id] [int] NOT NULL ,
} OH

4
I
¥
I
A

[mame] [varchar] (40) NOT NULL
[PRIMARY]
=0

£ CREATE TABLE [dbo].[sur item] |
[item id] [int] NOT NULL ,
b-2011 [item type id] [int] NOT NULL ,
[item text] [ntext] NULL ,
litem sub textl Intextl NOLL .

b. Load the tables into the database. The script for the tables is located in the file,
"SelectSurveyNETTables.txt," which is located in the
"SelectSurveyNET\Documentation\MSSQLScripts\MSSQL 2000 2005 and 2008\New Install " directory.
The best way to load the tables is to open Microsoft Query Analyzer, open the file,
"SelectSurveyNETTables.txt," from Query Analyzer, and execute.

c. Load the required meta data into the database. The script for the meta-data is located in the file,
"SelectSurveyNETData.sql," which is located in the
"SelectSurveyNET\Documentation\MSSQLScripts\MSSQL 2000 2005 and 2008\New Install " directory.
The best way to load the meta-data is to open the file, "SelectSurveyNETData.txt," from Microsoft
Query Analyzer, and execute it.

d. Update web.config:
<add key="SUR DATABASE TYPE" value="SQLServer" />
<add key="SURVEY APP DB DRIVER" value="SglClient" />
<add key="SURVEY APP ACTIVELY CLOSE CONNECTIONS" value="true" />
<add key="SURVEY APP CONNECTION"
value="Server=YourSQLServerNameOrIP;Database=SelectSurveyNET; Trusted Connection=yes;"
/>

(use your connection string credentials, the above is an example only)
MySQL
a. Create a new Database.
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b. Create a new User for your database.
c. Assign your new user full rights on your new database.
d. Run the sqgl script on your database to create the tables.

e. Update web.config:
<add key="SUR DATABASE TYPE" value="MySQL" />
<add key="SURVEY APP DB DRIVER" value="MySql" />
<add key="SURVEY APP ACTIVELY CLOSE CONNECTIONS" value="true" />
<add key="SURVEY APP CONNECTION"
value="database=neil;server=localhost;uid=neil;password=neil;pooling=false;"/>

(use your connection string credentials, the above is an example only)

Oracle

a. Run scripts located in the "Documentation/Oracle Scripts” folder to create the tables and default data.
Screenshots from Oracle 10g Express:

. & hitp://127.0.0.1:8080/apex/f?p=4500:60:1721596132809695::::P60_FILE_ID:1593600531375305&cs=374FI4E621C34063 O ~ B & X @ Script Editor

x Go gle - ‘_:lSearch ~ - More » _ Signln 9 - X (2 snagit i =

s @ ClassApps Administration D Studio D Productions m Bugzilla Main Page E Suggested Sites v 4y dashboards Microsoft Dy... @ http--classapps @ SelectSurvey (2) @ JPort

ORACLE’ Database Express Edition Q ©

Home

User: NEWINSTALLTEST : NEWINSTALLTEST

Home > SQL > SQL Scripts > Script Editor

Script Name Mew Survey Install 4.053 Cancel ] [ Download ] [ Delete l [Save]

Undo| Redo| Find

SRR A AR A AR ARAAAAAAAAAAAARAAAAAA A AR
=

#* NOTE: DO NOT RUN THIS SCRIPT AS S5YS5, please

* execute this script as the SURVEY _WEE_APP user
=

=

SET VERIFY OFF;
5ET DEFINE OFF:
SET SCAN OFF:

—- TABLES

CREATE TABLE sur_email address

{
email address id INTEGER
email list_id INTEGER
email address VARCHARZ (75)

-
first_name VARCHARZ (75), I

Express 2.1.0.00.39
Copyright ® 1999, 2008, Oracle. All rights reserved.
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x Google v |[*P search ~ | More>»  _ Signln % - x [E Snagit B [
3 g

s @ ClassApps Administration D Studio D Productions m Bugzilla Main Page E Suggested Sites v 4y dashboards Microsoft Dy... @ http--classapps

ORACLE" Database Express Edition G O ?

Home Logout Help

User: NEWINSTALLTEST

Home > SQL > SQL Scripts = Manage Script Results

|© Your script has been submitted for execution. Click on the script icon to view results.

Script Mew Survey Install 4 053 Run By MEWINSTALLTEST ~ View Details ~ Display 15 - @ ’ Delete Checked

Script Run By Started ¥ Elapsed Status Statements Bytes View Results

New Survey Install 4.053  NEWINSTALLTEST 0 seconds ago Submitted

rowi(s) 1-1of1

'ORACLE' Database Express Edton @ O 7

User: NEWINSTALLTEST

Home > SQL = SQL Scripts > Results

Script: New Survey Install 4.053 Status: Canceled

View: © Detal @ Summary Display 200  ~ [Ge| [ Edit Seript

Humber & Elapszed Statement Feedback Rows
1 1.04 CREATE TABLE sur_email_address ( email_addrezs_id INTE Table created. o
2 0.03 CREATE INDEX x_sur_email_address_list ON sur_email_addr Index created. 1]
3 0.13  CREATE TABLE sur_email_list { email_list_id INTEG Table created. o
4 0.03 CREATE TABLE sur_email_message ( email_message_id Table created. 1]
5 0.00 CREATE INDEX b¢_email_message_lizt ON sur_email_messzage( Index created. 0
i1 0.02 CREATE TABLE sur_email_sent_history { email_sent_histor Table created. o
T 0.00 CREATE INDEX bx_sur_email_history_message ON sur_email_s Index created. o
3 0.00 CREATE INDEX ix_email_sent_history_address OM sur_email_ Index created. 1]
9 0.03 CREATE TABLE sur_hidden_field { hidden_field_id Table created. 1]
10 0.02 CREATE INDEX x_hidden_field_sur_id ON sur_hidden_field{ Index created. 1]
11 0.01  CREATE TABLE =sur_id_generation { next_available_id INT Table created. o
12 0.03 CREATE TABLE sur_ip_address ( ip_address_id INTEGE Table created. o
13 013  CREATE TABLE sur_item { item_id INTEG Table created. 1]
14 nnc FPOFATE TARI F cur ftam ancwsar § ancwsar id INT Tahla ~roatad n
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@ http://127.0,0.1:8080/apex, 4500:1225:1721596132809695

% Google | sed128 Successful128 With Errors0 ~ | 28 Search ~ | More»  _ Signln & - x (& snagit [

g ClassApps Administration Studio D Productions Bugzilla Main Page Suggested Sites v dashboards Microsoft Dy...
= PP g g 99 A

104 0.00  INSERT INTO sur_item_type(item_type_id, tem_type_name, ques 1 row(s) inserted. 1
105 0.00  INSERT INTO sur_tem_type(item_type_id, tem_type_name, ques 1 row(s) inserted. 1
106 0.00  INSERT INTO sur_tem_type(item_type_id, tem_type_name, ques 1 row(s) inserted.
0.00  INSERT INTO sur_item_type(item_type_id, tem_type_name, ques 1 row(z) inserted.
0.00  INSERT INTO sur_item_type(item_type_id, tem_type_name, ques 1 row(g) inserted.
0.02  INSERT INTO sur_item_type(item_type_id, tem_type_name, gques 1 row(g) ingerted.
0.00  INSERT INTO sur_item_type(itern_type_id, tem_type_name, ques 1 row(s) inserted.
0.00  INSERT INTO sur_item_type(item_type_id, tem_type_name, ques 1 row(s) inserted.
0.01 INSERT INTO sur_item_type(item_type_id, tem_type_name, ques 1 row(s) inserted.
0.00  INSERT INTO sur_role(role_id, role_name, role_description) W 1 row(s) inserted.
0.02  INSERT INTO sur_role(role_id, role_name, role_description) ' Statement processed.
0.00  INSERT INTO sur_role(role_id, role_name, role_description) ' 1 row(z) inserted.
0.00  INSERT INTO sur_user{user_id, username, uger_password, passw 1 row(g) inserted.
0.02  INSERT INTO sur_user_to_role_mapping(user_id, role_id) VALUE 1 row(g) inserted.
0. INSERT INTO =sur_template(template_id, active_yn, template_na 1 row(g) ingerted.
INSERT INTO sur_itern_answer_group(item_answer_group_id, tem 1 row(s) inserted.
INSERT INTO sur_itemn_answer_group(item_answer_group_id, tem 1 row(s) inserted.
INSERT INTO sur_itemn_answer_group(item_answer_group_id, tem 1 row(s) inserted.
INSERT INTO sur_itemn_answer_group(item_answer_group_id, tem 1 row(s) inserted.
INSERT INTC sur_item_answer_groupiitem_answer_group_id, item 1 row(s) inserted.
INSERT INTO sur_item_answer_groupiitem_answer_group_id, item 1 row(z) inserted.
INSERT INTO =sur_item_answer_groupiitem_answer_group_id, item 1 row(g) inserted.
INSERT INTO =sur_item_answer_groupiitem_answer_group_id, item 1 row(g) ingerted.
INSERT INTO =sur_item_answer_groupiitem_answer_group_id, item 1 row(g) ingerted.

INSERT INTO sur_itern_answer_group(item_answer_group_id, tem 1 row(s) inserted.

row(s) 1 - 128 of 128

Statements Processed :
Successiu }
0

ith Errors

Application Express 2.1.0.00.39
Language: n-us Copyright ® 1998, 2008, Oracle. All rights reserved.

b. Use "Oracle" as the database type <add key="SUR_DATABASE_TYPE" value="Oracle"/>
C. Update web.config:
<add key="SUR DATABASE TYPE" value="Oracle" />
<add key="SURVEY APP DB DRIVER" value="OleDb" />
<add key="SURVEY APP ACTIVELY CLOSE CONNECTIONS" value="true" />
<add key ="SURVEY APP CONNECTION" value = "Provider=OraOLEDB.Oracle;Data
Source=127.0.0.1;User Id=survey web app;Password=survey web app;pooling=false;" />

(use your connection string credentials, the above is an example only)

d. The driver Oracle 11g ODAC 11.1.0.7.20(or later) must be installed on the web server even if
database is on another server. you can install it from
http://www.oracle.com/technology/software/tech/windows/odpnet/utilsoft.html
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e. Set environment variable “TNS_ADMIN” on web server to point to the oracle network configuration
files.

Ensure your database connection string is correct before continuing (see screenshot below). Use the page:
“debugdatabaseconnection.aspx” which you can open in the browser where the survey app is installed to test
your connection string below by pasting the “Value” from the key in the web.config into the textbox provided
(without the quotes around it), then clicking the “test connection” and “test permissions” buttons to test.

The red text below the test buttons will indicate whether your database connection string is correct format or
not. After you get a successful test, copy the value back into your web.config, then save your web.config.
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SelectSurvey.NET

Debug Database Connection

II 1
classapps

| Debug Database Admin Configuration
Connection
This page allows you to Admin Database Connection Debug Page
test your database
connection string during This page is for administrators to test database connection settings.
the installation process. All inner exception errors will show in red text below form.

Please refer to install manual for more information in configuring database.

Page Help . .
GEMERAL: Possible causes for database connection problems:
1) typo in web.config connection string

2) make sure in web.config that "SUR_DATABASE_TYPE" value matches database you are using.

3) make sure datetime settings in web.config are correct (go to datetime debug page to test).

SQL SERVER:

A) SQL Server is 2005 and has wrong "provider” example connection string for =gl server2005:
"Provider=SQLNCLI;Server=127.0.0.1;Database=dbname;UID=username; PWD=P@ssw0rd;"

B) if SQL Server was set to windows authentication only login mode connection string will need to include:
Integrated Security=55F1

C) Make sure you have the database driver you are specifying installed on your server.

D) Microsoft reference for setting permissions: http://support.microsoft.com,/kb/247331/en-us

MS ACCESS:

A) Make sure folder and database file have write permissions by ASP.NET account

B) You might need to restart iis for new permissions to take affect

C) Give "MNetwork Service" machine account Modify permissions on the database folder in Windows Server 2003,

MySQL:

A) Make sure the MySQL.Data.dll in the application bin folder is compiled to work in medium trust.

B) Use a connection string for the native MySQL .net connector driver per the example in the web.config
C) Activate the Cherry City OLEDB driver (required). Go to MySQL Activation Page

Erter oo st trot =Tyt
| Server=ATOMIC4;Database=SelectSurveyNET4; Trusted_Connection=yes: |
Copy Wt_ab.con_flg oy —{——_Eroypreommectiom Stmy—
connection St”ng 7~ Encrypted Connection string:

into box provided ‘

to test. - -
Decrypted Connection string:
Click below button to test connection string from above:
[ Test Connection ] [ Test Permissions ]
Testing Results Message:
| Successful insert, update and delete performed. |
Results of test A
show here:

il 1. D

classapps
Powered by SelectSurvey . NETv4.024.001
8 Copyright 2008 ClassApps.com
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Note: if you are using iis 7 or greater, you can use the built in “"Application Settings” tool in the Internet
Information Services Manager (see figure A and B below) instead of manually editing the web.config,
alternatively you can manually edit the web.config per the instructions for iis 6 or earlier below:

iﬂ Internet Information Services (IS) Manager ——-— l ‘ '. E ]
- . e

- (=[5 |

@’@ [ » SHERVL-PC » Sites » Default WebSite » SelectSurveyNET3 »

FEELE

I Eile  View Help

Connections

#

| SelectSurveyMNET2P ~
4 [P SelectSurveyNET3
D.:I _do not include

b [7] App_Code

b.:l App_Data

&[] App_GlobalResc
17 App_Themes
& bin

&[] ClientInclude
b= DevExpress

/SelectSurveyNET3 Home

Group by: Area & v

ASP.MET

&E e B ©

MET MET MET Profile  .MET Roles
Compilation Globalization

9 & B3 B

JMET Trust NET Users | Application . Connection

Actions
Open Feature

@ Explore
Edit Permissions...

Basic Settings...

View Virtual Directones .

Manage Application (&)
Browse Application
Browse ™80 (http)

&7 FlashCharts Levels Settings Strings Advanced Settings... ;
5.7 Help = 3 Ll @ Hep
i+~ | Resources I - @ & Online Help "
B <[] Services Machine Key Pages and Providers  Session State f
| UploadedImage Cantrols
i -] UserControls
= -
. ';\r | '::.I:..—t-':..mm.hll-—rl;ir LECDntent View J
L
Ready 9.
L = — - ]

Figure A (Internet Information

Services (IIS) Manager 7)
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q‘ﬂ Internet Information Services (IS) Manager - N 1 \ . - n . @&u
@_@ [ » SHERVL-PC » Sites » Default WebSite » SelectSurveyNET3 » & @ -
I Eile  View Help
- &Y Application Setti :
- ICation »ettings
& =] PP 9 Add...
v % SelectSurveyNETZP Use this feature to store name and value pairs that managed Edit...
4 SE_IECtSU rveyNET3 code applications can use at runtime, K Remove
[+ _do notinclude
i[5 App_Code Group by: Mo Grouping v ® Help
-] App_Data Name . Value o Online Help
»-E ipp—ir‘ba'ﬂe“ SUR_USER_MANUAL Manual
bg bFP— Emes SUR_USERMAME_ADMIN admin
[ SURVEY_APP_CONNECTION Provider=SQLNCI
- | Clientlnclude
‘ _ SURVEY_COOKIE_TIMEOUT 43200
[ -[ | DevExpress .
! [-__| FlashCharts timeout 60
L. Help = USE_ACTIVEDIRECTORY_TO_AUTHEM... no
» .0 Resources USE_RESPONSELOGIC false H 5
b7 Services WebServiceEncryptionKey This#sSlust!A™R: " E
!}..j Uploadedlmage <] m | b
[+ | UserControls !
(s | Fetures View I Content View
Configuration: 'Default Web Site/SelectSurveyMNET3" web.config ij_:;
= - L = =

Figure B (Internet Information Services (I1IS) Manager 7)

Edit WEB.CONFIG file for SMTP.

4. Edit the WEB.CONFIG file (required) with textpad or notepad to set email parameters.
Also in the file, "Web.config," there are several constants under the heading "EMAIL CONFIG VARIABLES".

SelectSurveyNET utilizes the System.Web.Mail hamespace included in the .NET Framework for sending
email. Read the comments in the web.config for how to set these values. The below email constants can
be set in the Web.config file:

<mailSettings>
<smtp>
<!-- host should be "smtp.yourisp.com", some isp have different
port, check with them, update your username and pass below -->
<!-- defaultCredentials="true" remove if error or timeout -->

<network host="127.0.0.1" port="25" userName="username"
password="password" defaultCredentials="true" />
</smtp>
</mailSettings>
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Edit WEB.CONFIG set LICENSE KEY and remaining keys.

5. Edit the WEB.CONFIG to add in license key settings. Set values for all other web.config settings,
which would include license keys for any add-ons you purchased. To obtain the license key for different
add-ons or products, login to your customer account page on classapps.com and click “purchased
products” which is where your license keys are listed. Some products require you to click a button
“generate” to generate a license key based on your production URL which you type in on the customer
account page. If you are seeing a “15 day trial” message then you have not properly generated a license
key. Login as admin and click “admin tools” link, then click “License key tester” or “show product URL" if
you are unsure of what URL to use when generating a license key. Then follow instructions on that page:

REQUIRED: Customer ID must be in application wide settings page for you will see a “15 day trial”

message despite having a valid key. The customer ID is checked against the key and is required.

/& Admin Configuration - Windoy

o
OISl @] hitp://localhost/SelectSurveyNET3/LicenseKey Tester, e 4] x ||
v £ P electSurveyl icensekeyTester.aspx 1

77 Favorites | 9% @] ClassApps Administration | PayPal Manager g SelectSurvey Li Welcome £ Commerce Bank Providin... a2 Arizona Local News - Pho... <8+ 0DV |eN| eMeighbors

|@Admin Configuration | & - > [ @ v Page~v Safety~v Tools~ @' ”

classapps

License Key Tester

| License Key Tester Admin License Key Tester

This page allows
administrators to test License Validator
their license key to be

sure it is valid. This page allows administrators to test the product license key to see if it is valid.

A production license key is required to run on a production server and the development/test license key is required to run on the test server.

@ Page Help If you do not have a valid license key you will see a 15 day trial message at the top of the page.

Where do I find my license key?
To generate a license key, login to your customer account on classapps.com, click "product downloads", find the link "Generate" next to the
product you need a key for. Type in the product URL that shows from the test button below if you are not sure what your product URL is. Click
"generate" link. The page will refresh and display vour icense key. Copy the license key into yvour web.config file in the space provided in the
value guotations on the line that says "LICENSE_KEY" in the appSettings section of the web.config file. The license key goes in the web.config
file which iz in the folder on the web server where the survey application resides.
If the license key iz empty you are in 15 day trial mode.
If you have guestions please contact technical support tech@classapps.com for assistance.

What is my product URL? Click button to display the URL in red text
below the test buttons at the bottom of this page so that you can
paste it into the license key generator in your customer account page
on classapps.com.

Show Prodouct URL

Paste in License Key:

Paste in Customer ID:

Paste in Product URL: (ex: http://www.yoururl.com/survey)

Click below button to test:
Test Active Key ] [ Test Typed In Values

Message:

Your product URL for generating license key is: http://localhost/SelectSurveyNETS

http://localhost/SelectSurveyMNET3/ReportshMenu.aspx 9@ Local intranet | Protected Mode: Off
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| /& Admin Tools - Windows Inte

)
ot . | http://localhost/5elects MET3/SecretAdminTools. - +.
= A g‘ P oca EleCTauney ECr min | ools.aspx L - . -EE

77 Favorites | 9% €| ClassApps Administration & | PayPal Manager g SelectSurvey "-.i Welcome €5 Commerce Bank Providin... a2 Arizona Local News - Pho... <8+ 0DV |eN| eMeighbors
|@AdminTools | & - > [ @ v Page~v Safety~v Tools~ @' ”

SelectSurvey.NET Skip Navigation | Logout | My Account | Admin T:

T
classapps

Admin Tools

| Admin Tools s -
Tools and Utilities for Survey Administrators

This page listz all of the
admin tools available.

General Configuration

@) page e
SRdERER View General Configuration

General configuration settings based on web.config file are displayed here for admin troubleshooting.
. _
Go to Survey List View Application Wide Settings

Application wide settings that should only be modified by an administrative IT person. These settings will affect the entire application, and if
zet incorrectly, can cause serious malfunction of the application.

Test License Key
Verify that yvour license key is valid.

Database Utilities

Debug Database Connection

If you are getting an error on login after configuring the web.config file, this will help. You can type in the database connection and
database type and get instant inner exception messages displayed to show you what is wrong with your connection string and help you get
it working fast.

Database Version
Shows which version and type of database is currently configured for the application.
View Logs, Clear Logs

View logs of successful and unsucessful logins. Clear login logs to conserve database space. To enable logging, see application wide
settings.

Database Validation Tool For Surveys

If you just upgraded from the advanced wversion of SelectSurvey, this utility will verify your database and check for any data issues.

Natshaca Uslidatinn Tanl fae liheasias

70 e, | ol

6. Open the page in the browser "DebugDatabaseConnection.aspx” and test the database
connection string. Copy the database connection string from the web.config file:
“SURVEY_APP_CONNECTION" into the textbox provided. Click “test connection” and “test permissions” to
ensure your database settings are correct before continuing.

Configure Application Wide Settings

7. Login to the application with a browser to set other global application settings to test
configuration using “"admin/admin” as username and password. By default, the application has a
single user entered in the SUR_USER table. The username for this default user is "admin" and the
password is also "admin." This account has been granted full administrative rights to the entire
application, and should not be deleted. Use this username/password to log into the application the first
time. Once logged in as "admin," or if logged in as any account with "admin" level permissions, you can
create other user accounts.
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Use this login to make the global application settings below. Click the “admin tools” white text link in the
upper right corner of the application to get to the page in the below screenshot. Click “View Application
Wide Settings”, on this page you can view and edit those settings. (Note: These settings were previously
in the web.config in earlier versions of the application and have since been moved into the database for
easier management.

Skip Navigation | Logout | My Account | Admin Tools

SelectSurvey.NET

Admin Tools

II |
classapps

Admin Tools
Tools and Utilities for Survey Administrators

Thiz page lists all of the
admin tools available.

P Help
——— View General Configuration

General configuration settings based on web.config file are displayed here for admin troubleshooting.
. _
Go to Survey List View Application Wide Settings

Application wide settings that should only be modified by an administrative IT person. These settings will affect the entire
application, and if set incorrectly, can cause serious malfunction of the application.

General Configuration

Database Utilities

Donrt forget to Debuq Database Connection
Set IObaI If you are getting an error on login after configuring the web.canfig file, this will help. You can type in the database
g connection and database type and get instant inner exception messages displayed to show you what is wrong with your
app"cation connection string and help yvou get it working fast.
Settings_ Database Version

Shows which version and type of database is currently configured for the application.

Database Validation Tool For Surveys

If you just upgraded from the advanced version of SelectSurvey, this utility will verify your database and check for any data
issues.

Database Validation Tool for Libraries

If yvou just upgraded from the advanced version of SelectSurvey, this utility will verify your database and check for any data
issues.

Data Copy Utility

Copies specified survey from one specified database to another specified databasze.

8. Edit and Save global application settings in the admin tools “"View Application Wide Settings”
page. Follow the information on that page above each field for a description of what that setting is for.
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REQUIRED: CUSTOMER ID must be in the customer ID field or you will see a “15 day trial” message.
onfiguration - Windows Internet Explorer
%ﬂ - |§| http: fflocalhostSelectSurveyhlet 3 ApplicationSettings. asp

File Edit \iew Favorites Tools Help

W g [gﬂdmin Configuration y_‘ fa-8 [ Page - (G Tools ~

4 | |E| |Z| |Live Search ||EE|

SelectSurvey.NET Skip Navigation | Logout | My Account | Admin Tools

General Configuration

II |
classapps

| Debug General Config Application-Wide Settings
The items on this page should only be changed by an ADMIN IT person that is responsible for installing the application. If vou

are unsure on the settings email tech@classapps.com or refer to the installation manual.

This page displays

eneral configuration for
a g Survey Application Display Date Format

troubleshoating duri ) A ; ) ) o ) .
i;ztla”:f}mo.l_o ing auring Default is "1". This determines how dates are displayed in the Admin interface, despite how they are stored in the database.
|1 USA (mmiddiyyyy) v
l Bane Help Server Date Format

Default is "1". This determines how dates are stored in the server database, despite how they are dsiplayed in the Admin area.

1USA fddf v
iy |

Date Delimiter
Default is "/". Select the date delimiter that will be used for display in the admin area. This value must match the format in the

database. If unsure, select /",
/ v|

Globalization Language Code
Default is "en”. Select the primary language of the admin area that will be used as the html language =setting on each page in the

admin area. Mote that the take survey pages have the language that you select on the survey options page that over-rides this
language on the take survey pages.

|en English Vl

Globalization LCID
Default is "1033". Select the locale for the admin area which is also used for the datetime settings for scheduling email sending or

any timed functions in the application.
| English - United States v|

Force Date Conversion
Default is "false”. This iz only used in the rare circumstance when multiple date formats on the database versus admin area. This

zetting forces the month day to be swapped before inserting dates, even iIf the database format and server format are the same.
|false Vl

Default Anonymous User
Default is "Anonymous". This is the user name that will show up in place of the logged in username in all anonymous responses in

the reports.
| snanvmous |

Done L) Local intranet *100% -
|

Configure Permissions for File upload and JS on Server.

9. Additional web server configuration. If you are installing the application on Windows 2003, you must
make the following change:

a) By default, Windows 2003 locks down most file extensions, except for certain types of files. This is
different than previous versions of Microsoft operating systems. The survey application contains a
number of JavaScript routines, all of which are in a file with a .js extension. To enable the .js file type,
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you simply edit the MIME types either at the Global IIS level or the individual site or virtual directory
level. Add the .js as an application/x-javascript type, and everything should work fine. If your
application is hosted with an ISP, simply ask them to enable files with a .js extension, and they will
readily understand the request and how to respond to it.

10. Configure server for file upload. Configure for maximum file upload if you are using the “file upload”
feature of the “presentation image” question type which allows survey creators to upload images to the
“UploadedIimages” folder on the web server to be referenced in their surveys. Follow the below steps for
setting permissions on the UploadedImages folder and configuring the web.config to set the file size
limitations.

Set permissions on the folder: In order for the survey creator to upload an image from their local
workstation to the web server, the UploadedImages folder must have proper write permissions. You can
also change the location of this folder by setting the web.config parameter:
<!-- IMAGE UPLOAD FOLDER FOR SURVEY TEMPLATES AND EMAIL MESSAGES FOR IMAGE UPLOAD FROM
HTML RICH TEXT BOX

this folder must have correct permissions to allow image upload.

reference article:
http://aspalliance.com/336 Upload Files Using ASPNET Impersonation and UNC Share.all -->

<add key="IMAGE UPLOAD FOLDER" value="~/UploadedImages"/>

First, right-click on the folder where the ASP.NET files should be uploaded and select Properties from the
provided menu. The Properties dialog for the selected folder opens. Click the Security tab to make sure
the ASP.NET Machine Account is included in the list and has the proper permissions to write to disk. If it
is enabled, you see something similar to what is presented in Figure 2.
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| General | Sharing | Security | Web Sharing || Customize |

Group or user names:

€7 CREATOR OWNER
€7 SYSTEM
€72 Users (REUTERS-EVJEN Users)

Pemissions for Administrator Allow Deny
Full Control ]
Modify O
Read & Execute |
List Folder Contents O

1

O

Read
Write

[, [ [0 [ 9] [

(el

For special pemissions or for advanced settings, , ——
click Advanced. Ady

.

Figure 2 (IIS 6)
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| Permissions for Uploadedlmages : u

Securty I

Object name:  ChinetpubwwwrootSelect SurveyNET 3 Uploade:

Group or User Names:
1 ASP MNET Machine Accourt (SHERYL-PCAASPMNET) -

5% CREATOR OWNER H

|| B SYSTEM
|| | 82 Administrators {Shen-PC\Administrators)

82 Users (Shenyl-PC'\Users) -
‘ | ] | »
| Ad. |[ Bemove |
Pemissions for ASP.MET
Machine Account Allow Dermy
Read & execute A
: List folder contents
Read
'l Write H
Special permissions H Ll -

Leam about access contral and pemissions

. CE e e

Figure 2 (IIS 7)

If you don't see the ASP.NET Machine Account in the list of users allowed to access the folder, add ASP.NET
by clicking the Add button and entering ASPNET (without the period) in the text area provided (see Figure 3).

“Select Users or Groups @[]
Select this object type:

|Usefs. Groups, or Builtin security principals I [ Object Types... ]
From this location:

REUTERS-EVJEN | [ Locations... |

Enter the object names to select (=xamples):
aspnet Check Names

Advanced.. Lok J[ camcel J

Figure 3 (IIS 6)

Page 28 of 55

classapps

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



JI
cIassapps
[ Select Users or Groups l Iilg

Select this object type:

|sers, Groups, or Built4in security principals Object Types... |

From this location:

SHERYL-PC Locations... |

Enter the object names to select (zamples):
ASPMNET

eck Mames

152

o] oo ]

Figure 3 (IIS 7)

Click OK, and you can then click the appropriate check boxes to provide the permissions needed for your
application.

Set maximum file size in admin tools “application wide settings”: Login as admin into the survey
application with the browser. Click “admin tools”. Click “View Application wide settings”. Maximum file size
setting is on this page along with all the other application wide settings.

Set file size limitation in the Web.Config file:

Note that any size of 4MB requires the below setting in web.config to also be changed since ASP.NET default
file upload limit is 4MB. Set the maxRequestLength to the KB size limit you desire (20000 is approx 20MB).
If you are setting to a large value, you must also raise the executionTimeout setting, which is in seconds, or
it will timeout before the file is uploaded, causing an error on the server.

<httpRuntime executionTimeout="90" maxRequestLength="20000"
useFullyQualifiedRedirectUrl="false" requestlLengthDiskThreshold="8192"/>

If you continue to get an error on uploading files over 4MB after changing the above setting, then you may
need to also update the machine.config and web.config.comments file in the folder:
C:\WINDOWS\Microsoft. NET\Framework\v3.5.50727\CONFIG

Support

Go online to http://www.classapps.com/support.asp to the support page, where you can fill out a support
ticket and find contact information.
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Appendix A: Application Pooling

Platform: 11S6.0 with Windows Server 2003

Symptoms: Session timeout and session loss even when user is active.

Cause: Microsoft introduced several new features into Windows 2003/11S6 web server that affect how sessions
and application pools are handled. Most web hosting companies host multiple websites in the same application
pool. When resources are maxed out for an application pool IIS 6 starts to recycle these sites causing application
variables to be lost for those recycled sites.

Solution:

If you are experiencing application/session loss symptoms then we would recommend asking your web
hosting company to place you in your own application pool with all recycling options disabled and the
recycle worker process set to recycle only once during the day at a set time.

Below are the instructions to do this:

Step 1:
Add new application pool for Select Survey Appllcatlon B
I B Internet Information Services (115) Manager =10l x|
€5 He aion yew widow Heb | =181 ]
e OB FRR @ 2> = 0

m Internet Information Services ISl'at_e |¢
écm:mmppm Rureing

[=] jl 595 (local computer)

@ ;Fcell_ %
* ‘g Defa (from file)...

o wond il »
.J
Defa AT AIEOR RS Cluek it and enter the
c?.- Sha  Refresh name of your own
SPS|  Export Lst... application pool.
&) Web Ser ; :
@ & Default ¢ Properties
Help
« | ]l | 2

[Creates a new object in this container, | [
(IIS 6)
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& Intemet Information Services (IS) Manager

% [P » SHERVL-PC » Sites » Default Web Site »

|I File View Help

# "% Applicatic
I - - NS
‘ ﬂ SHERYL _PC _ﬁhewl PC\Shenyt Use this feature to store
et @ Application Pools [ . R can us
4.[8) Sites o Add Application Poal... I
a G Default We G Refresh ufpin
p--.ﬁ Ascoa U “rydtte
b aspnet_client SUR_USER_MANUAL

i [] AtomicDesi gnCo
i - AtomicDesignNew!
i -[ ] CeylonProject?

SUR_USERMAME_ADMI
SURVEY_APP_COMMEC
SURVEY_COOEIE_TIME!

5[] ClassApps _

1.7 Database LTS

f> 7| DeviantMachineBar USE_ACTIVEDIRECTORY
£> | DianeDusickProSto USE_RESPONSELOGIC
» .1 DianeDusickProStol WebServiceEncryptionk
b.ﬁ images N T

i -[ | OPFPublishing.cor

o | [resturesView Ji Co

Configuration: 'Default Web Site/SelectSurveyMET3' web.config

(11S 7)
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Step 2:
Choose your own application pool in the web site properties.
owoasp properties =R 1P
Directory | pocuments | Directory Securty | HTTP Headers | Custom Errors |
("A‘:;H‘yé.lo;&'ed on amther ConpuRer
€ Arsdrecintostsl

PRV e ||

Done. (IIS 6)
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Advanced Settings M
B (General)
Application Pool DefaultAppPool F
Physical Path Chinetpub\wwwroot\SelectSurveyNE

Physical Path Credentials
Physical Path Credentials Logon T ClearText
Virtual Path SSelectSurveyMET3

i
= Ej Select Application Pool &u

Application pool:

DefaultfppPool
ASPMET 1.1

Application Pool

J [applicationPool] Configures this application to run in the specified
h application pool.

'

(1S 7)

Appendix B: Notes for different culture/globalization settings

The provided application wide settings date format settings allow you to run the application even if your web
server is a different language than your database server.

Click “admin tools” then “application wide settings”.

How to tell what language SQL is running under: Right click on the (local) SQL Server icon in enterprise manager
and click “properties”. You will see a dialog box pop up similar to the below screenshot:
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SOL Server Properties (Configure) - (local) m
General | b ernony I Frocessar I Security I Connections
Server Settings | D'atabasze Settings I Feplication

— Default language

m] Default language for user: IEninsh ﬂ

— Server behawviar

@ Al modifications to be made directly ta the gustem

catalogs
v Allou triggers to be fired which fire other tiggers [nested

triggers)
r IJz& query governaor to prevent queries 0 -
exceeding zpecified cost; =i
—S0L Mail
@ Start mail zegzion wzing praofile;
I Change... |

— Two digit year support

YWhen a bwo-digit vear iz entered, interpret it as a year
E between:

|1 350 ard |2EI4E| _Ij

& Configured values " Running walues

(] I Cancel Help

The default language here is how you determine how to set the “SERVER_DATE_FORMAT” value in the admin
tools application wide settings. The above screenshot shows the server as value="1" for the web.config.

If you need to work beyond the settings provided in the application, please note there are other settings in the
machine.config when you install the .net framework and notes for these settings are below:

In order to display different languages and formatting for different parts of the world, there is a section in the
machine.config on the web server as well as in the web.config file which contain settings for this.

1. Machine.config may be found on the web server in a directory similar to the following:
C:\WINDOW S\Microsoft. NET\Framework\v3.5\CONFIG\machine.config
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search for the section “globalization Attributes” in the machine.config file that looks like the below and set
the values for your country (they should be set as default when the framework is installed to your locale):
globalization Attributes:

requestEncoding="[Encoding value]" - Encoding to use for request

responseEncoding="[Encoding value]" - Encoding to use for response
fileEncoding="[Encoding value]" - Encoding to use for files
culture="[Culture]" - default Thread.CurrentCulture
uiCulture="[Culture]" - default Thread.CurrentUICulture

2. Web.config may be found in the web site root folder for SelectSurveyNET, edit the web.config to match
your country language and culture:
<!l--set culture to match datetime format you want for example "en-GB" is English Great Britain format -->
<globalization requestEncoding="utf-8" responseEncoding="utf-8" culture="en-GB" />

Appendix C: Integrating with Active Directory

This application has extra pages coded to work with active directory integration.
There are two modes for Active Directory:

e NTLM Passthrough: Application picks up logon_user identity from IE browser and the login
screen is bypassed.

e Active Directory Login: Application shows the login page and user enters their network login
as their survey login.

Each time a user logs in with their network Active Directory login, their data is imported or updated into the survey
application (nothing is every updated in Active Directory), therefore it is synched at every login (survey roles and
survey related info is maintained through the synchs) and no import of data is necessary. No Active Directory
passwords are stored in the survey application or its database. If no Active Directory data exists for survey
required fields such as email address, an administrator must fill those in within the survey application in the user
edit page. These values will not be over-written by the synch if they remain empty in Active Directory.

The following pages are different or only used for active directory integration:

o \Web_ActiveDirectory.config
e LoginActiveDirectory.aspx/cs
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e Other pages may be disabled or coded to behave differently:
o forgot my password (disabled)

user edit

user add

user registration (disabled)

user buttons in the app

edit my account

O O O O O

Step 1:

Login to admin tools with non AD login (default admin/admin) click “admin tools”.
Click “Application wide settings”

Select “yes” from the drop down box next to “Use ActiveDirectory for login”

Click “Save”

Logout and delete cookies so that the next time you login it will use your AD login.
Rename web.config to web.config_default

Rename web_ActiveDirectory.config to web.config

Edit the web.config to contain your active directory settings.
<!--ACTIVE DIRECTORY SETTINGS (CASE SENSITIVE!) -->

<!--Prepulate domain text box on login page? yes/no -->
<add key="POPULATE_DOMAIN_TXTBOX" value="yes" />
<add key="Domain" value="MyDomain.com" />

<!--to use multiple domain search paths separate them with semicolons example:
"LDAP://MyDomain;LDAP://MyDomain2" -->

<!--to search entire AD forest use "GC" example: "GC://MyDomain" -->

<add key="ADPAth" value="LDAP://MyDomain " />

<add key="ADUser" value="administrator" />

<add key="ADPassword" value="123" />

<!-- if no OU user groups defined, user can login from any user group in the forest. If specific user
groups are defined in config, then restrict to those groups for login. This will over-ride the survey
user group restrictions, except for anonymous surveys.-->

<add key="ADUsersPath" value="OU=DeveloperDepartment," />

<!--the below allows login with UPN. acceptable values are yes/no default is no-->
<l--setting to yes will hide domain text box and you must use domain email address for login -->
<add key="USE_AD_UPN_LOGIN" value="no" />

<l--setting to turn on display of debug info on the login page to assist with setting up AD
integration (TURN THIS OFF WHEN YOU ARE DONE!)-->
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<!--valid values are "on" and "off" when "on" error stack trace and line # info will display on
bottom of AD login page when "off" no info will display. -->
<add key="AD_DEBUG_MODE" value="off"/>

<!--If NTLM passthrough is activated the identity will be picked up by the browser (IE only) and the
user will never see the login page. They will be automatically logged in wtih their network identity
username in which all their survey activity will be stored. -->

<!-- valid values are "yes" and "no" -->

<add key="USE_NTLM_PASSTHROUGH_AUTHENTICATION" value="yes"/>

<!-- required for NTLM passthrough to work otherwise regular AD login will show -->
<add key="FORCE_NTLM_PASSTHROUGH_AUTHENTICATION" value="yes"/>

<!-- the below setting is the user role that is assigned to all users that are automatically created
via AD login-->
<!-- valid values are "1" for user or "2" for create role or "3" for admin role with the default being

1 (user role) -->
<add key="DEFAULT_USER_ROLE_FOR_LOGIN_SYNCH" value="1"/>

<!--END OF ACTIVE DIRECTORY SETTINGS -->

Step 2:
Add one admin user to your database.
Make sure nulls are allowed in the sur_user.password field.

Open the sur_user table and add a row with the AD username and AD password for the admin user. Then open
sur_user_to_role_mapping table and add role 3 for that user. (use the existing admin user that is already in both
of these tables as an example but do not delete the admin user that is there) This is because the first time users
login to the survey application with AD authentication, if the user is not already in the database, they will be set at
the lowest permission level in the survey app which is “user” role, which they can only take surveys, not create
them. So you need to set the one admin role so you can login with that to modify users that need admin or create
roles later.

Open the sur_user table and make sure the “password” column allows null.
If this is not set you will get the error: Error:Field 'sur_user.user_password' cannot be a zero-length
string when you attempt to login with AD.

Step 3:
Configure permissions on web folder in iis:
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NOTE: FOR NTLM PASSTHROUGH feature, do not allow the anonymous account to be active in IIS for
this website or NTLM will not function.

1. Right-click the application's virtual directory, and then click Properties.

2. Click the Directory Security tab, and then click the Edit button in the Anonymous access and
authentication control group.

3. Select the Anonymous access check box and clear the Allow 1IS to control password check box.
Note: do not allow anonymous account to be active in 1IS if you are using NTLM passthrough feature, or
NTLM will not function.

4, Because the default anonymous account IUSR_MACHINE does not have permission to access Active
Directory, create a new least privileged account and enter the account details in the Authentication
Methods dialog box.

5. Click OK, and then click OK again to close the Properties dialog box.

Authentication Methods FX]

Anonymous access
No user name/password required to access this resource.

Account used for anonymous access:

User name: |MyDomain\Administrator ] [ Browse... ]

Password: I.onuoooo ]

[T Allows 115 to control password

Authenticated access

For the following authentication methods, user name and password
are required when

- ahonymous access is disabled, or

- access is restricted using NTFS access control lists

[] Digest authentication for Windows domain servers

[ Basic authentication [password is sent in clear text]

Default domain: | I

Realm: ‘ I

Integrated Windows authentication

[ OK ] [ Cancel ] [ Help ]

Note: Do NOT check “Anonymous Access” if you are using NTLM.

(IIS 6)
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Connections

= Site name:  Default Web 5ite
o SelectPollPreCom
- | Path: !
il | SelectSurvey_Projd
ol | SelectSurveyASPa o o
Alias: Application pool:

5[] SelectSurveyMaya

» [ SelectSurveyNETL| |  SelectSurveyNET3 DefaultAppPool Select...

D.:I SelectSurveyMNET2 Example: sales
ol | SelectSurveyMET2 _ .|
||| o] SelectSurveyNET2| LA P i
‘H:i 5E|ECt5I.JWE}I'N|:—|—- Chinetpub’wwwrooth SelectSurveyMET3 |
! l_>--.__=| _do not includ| Pass-through authentication
i - | App_Code
' i~ App_Data Connect as... Test Settings... ]

- | App_GlobalRey

{.:o nnect As M

Path credentials:

() Specific user:

| |
@ Application user (pass-through authentication)
oK | Cancel |
= r
ms7)
Step 4:
Test.

How the Active Directory Integration behaves:
When user logs in, their active directory info is automatically added to the sur_user table as the lowest role user

(can take surveys).
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This means there is no import necessary and nothing else required to synch the data between Active Directory
and the survey app.

Each time the user logs in, the data is synched from the Active Directory data to the survey tables except for
survey specific properties like survey role.

When survey role (user/create/admin) is edited in the survey app this will stay until edited from within the survey
app.

User edit/delete in survey app does not edit or delete user in Active Directory.

Browser NTLM Configuration: IE Browser

IE:

1) from IE browser select Tools menu, choose "Internet Options”
2) click the security tab

3) select the local intranet icon

4) click the "Sites" button

5) click the "Advanced " button

6) add your selectsurvey installation URL to the local intranet zone.
7) click the add button then click ok.
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¥ rES A

This zone is for all websites that are
found on your intranet.

_ Use the settings below to define which websites are induded in
the local intranet zone,
Automatically detect intranet network
[ ]indude all local (intranet) sites not listed in other zones
[ ]indude all sites that bypass the proxy server
[ ]indude all petwork paths (UMCs)

What are intranet setifjgs? I Advanced I
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You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
hitp:/fwww. diaryofaninja.com |A.|:H|

Websites:
| Remove |

) AUmomManc logon with current user name and password |j
(7) Prompt for user name and password
v

‘l—u—l

*Takes effect after you restart Internet Explarer

Reset custom settings
Resetto: | Medium-ow (default)
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Adrminiskratars:

'ﬁl " on (Recommended)

'@ i~ on (Recommended)
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New GPO Ed

Harme:

IEI:::I::er Cool utomatic Logon For my sitez]

Source Starter GPO:

I [none] j

k. I Cancel |

Security Zones and Content Ratings

ratings allow you bo prevent from sies with conkent. Fatings are set per-ske
hmknﬂnmdhrﬂuﬂmhmflﬂqr &,mﬂvhhu. Hesmme
Content Ratings
¥ D nok oustamize Content Ratings
" Ipsoet the cwurrent Content Ratings settings
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Internet Explorer Enhanced Security Configuration | x|

Y'ou have chogen to impaort settings that are compatible with computers that don't
hawve the Internet Explarer Enhanced Securty Configuration enabled. These
zecunty zettings will be ignored on machines where the enhanced zecurity
configuration iz enabled.

Toimport zettings for users where the enhanced security confiquration izn't
enabled, click Continue.

To impoart zettings for the enhanced securnty configuration, click Cancel, then install
the enhanced securty configuration and import the enhanced security settings
from the presious dialog.

To import gettings for users who login to computer in bath gcenanios, configure a
GPO/EAKPackage for each scenano and deploy both packages to the zame
LizErs.

Cancel |

Browser NTLM Configuration: Firefox Browser

Firefox:
About > Config
network.automatic-ntim-auth.trusted-urls Value: SurveyServername

Page 45 of 55

classapps

an Atomic Design, LLC Company
© Copyright 2008 Atomic Design, LLC. All rights reserved.



classapps

This might void your warranty!

Changing these advanced settings can be harmful to
the stability, security, and performance of this
application. You should only continue if you are sure
of what you are doing.

Show this warning next time

!l'llbncalduLlE{mﬁst'.i

Eilter: ntlm

Preference Mame + Status  Type Value
network.auth force-generic-ntlm default boolean  false
network.auternatic-ntlm-auth.allow-proxies  default boolean  true
network.automatic-ntlm-auth.trusted-uris default  string
‘network.ntlm.send-Im-response default boolean false

O network.automatic-ntlm-auth.trusted-uris

| http://www.diaryofaninja.com, http://diaryofaninja.

|{}K ||Can|:rJ|
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Click the link to go to the selectsurvey login.aspx page and the page will never show you will automatically be
logged in and forwarded to the survey list page, or if a user, to the survey.

Mapping AD User Fields to SUR_USER Survey User Fields

SelectSurvey.NET has a built in capability of mapping custom fields from AD to the Survey User.
To access this feature, login as admin user, then click "Admin Tools”, “ActiveDirectory User Map”.
See the screenshots below for an idea of the fields that you can map between AD and Survey.

@ http://localhost/SelectSurveyNET-TRUNK/src/SecretAdminTools.aspx

S @ ClassApps Administration a Studic D Productions m Bugzilla Main Page E Suggested Sites v 4 dashboards Microsoft Dy... @ http--classapps @ SelectSurvey (2) @ JPort

Survey Timer Text

Forgot Password Page Text
Survey Login Text

User Registration Text

Debug International Date Formats

Hawving trouble getting dates and times to display correctly in the application and store correctly in the database? This page has a form
which will help you to correctly set parameters in yvour web.config file for vour language.

Survey Utilities

Unlock Surveys

If a user has locked a survey for editing (on the modify survey page a message stating that the survey is locked for editing will appear)
and the user is not available to unlock it, vou can force an unlock on this page. 30 minutes of inactivity by the person that has locked the
=zurvey should automatically unlock the survey. However if vou need it unlocked immediately use this page to clear the lock.

Kiosk Admin
Configure or activate Kiosk Home Page (for exhibitions or kiosk type applications)
XML Generator Admin

Configure survey for XML generation and data replacement for Crystal ¥Celsius Dashboard reporting tool.

View Uploaded Images/Files Upload Image/File

Management of files uploaded by survey respondents if the "upload file" question type was used on a survey.
Activate / De-Activate Question Types
De-activating a question type will prevent it from displaying in the drop down box to add it to a survey.

ActiveDirectory User Group Map

Map fields from ActiveDirectory to Survey.

classapps

httpffloclh oSeectSu UNK.."srcfAdmi nADUserMap.aspx
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Mavigation | Logout | Admin

| ActiveDirectory User ActiveDirectory User Property Mapping

Property Mapping

This page allaws ActiveDirectory User Property Mapping

activating or de-activating

question types from being properties when synched upon every login.

This page is for administrators to map AD properties to survey user fields. When mapping is set, the AD properties will overwrite the survey user

added to a survey. Enter the proper AD property for each survey user field. CASE SENSITIVE! Then click save at bottom of page.

Survey User Field

Page Help Username (sur_user.username)

Username (sur_user.username)

Username (sur_user.username)
. _
S0 SITET LS Username (sur_user.username)
Register Date (sur_user.register_date)

User Password (sur_user.password)
Password Hint (sur_user.password_hint)

First Name (sur_user.first_name)

Last Mame (sur_user.last_name)

Email Address (sur_user.email_address)
Current Position (sur_user.current_position)
Company (sur_user.company)

Location (sur_user.location)

Custom Data 1 (sur_user.custom_data_1)
Custom Data 2 (sur_user.custom_data_2)

Custom Data 3 (sur_user.custom_data_3)
Active YN (sur_user.active_yn)

Uszer Title (sur_user.user_title)

Company Head (sur_user.company_head)
Department (sur_user.department)

Address 1 (=ur_user.addresz_1)

Address 2 (sur_user.address_2)

Zip Code (sur_user.zip_code)

City (sur_user.city)

State (sur_user.state)

Country (sur_user.country)

Business Phone 1 (sur_user.business_phone_1)
Business Phone 2 (sur_user.business_phone_2)
Business Fax (sur_user.business_fax)

Mobile Phone (sur_user.mobile_phone)

Active Until {sur_user.active_until)

Force Password Change (sur_user.force_password_change)

Other Available Properties:

=earch.PropertiesToLoad.Add("manager")
=earch.PropertiesToLoad.Add("homephone™)
=earch.PropertiesToLoad.Add("url")

List of all properties in your domain:

ActiveDirectory User Property
SAMAccountName (Default AD setting)
userPrincipalName (Default AD =setting if 1st returns null)
HttpContext.Current.User.Identity.Mame (Default NTLM setting)
Request.Servervariables["LOGON_USER"] (Default NTLM setting if 1st returns null)
nfa (User registration feature iz not used with AD)
nfa (User password is not stored with AD integration)
nfa (Password hint is not used with AD integration)

|gi'.enfla”e | zearch.PropertiesToLoad.Add("givenName")
|5n | search.PropertiesToLoad.Add("sn")

|"‘8i| | search.PropertiesToLoad.Add("mail")

Title

company search.PropertiesToLoad.Add("company")
StreetAddress search.PropertiesToLoad.Add("StreetAddress")

nfa (Not used with AD integration)

department search.PropertiesToLoad.Add("department”)
StreetAddress search.PropertiesTolLoad.Add("StreetAddress")
postalCode search.PropertiesToLoad.Add("postalCode”)

st search.PropertiesToLoad.Add("st")
telephoneMumber search.PropertiesToLoad.Add("telephoneMumber")
mobile search.PropertiesToLoad.Add("mobile™)

n/a (not used by AD integration)
nfa (not used by AD integration)

Save Mappings
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Appendix D: Common Errors/Solutions

Below are some common errors and how to resolve them.

There is a variable in web.config “Show admin tools” yes/no. When this is set to yes, a tool icon will display in the
upper right corner of application when logged in as admin user. Click the tool icon, then there is a variety of
admin tools to help with install and configuration.

Error: Ambiguous match found.

Solution: You are using the wrong version of the .net framework, right click the web site folder in iis and check
on the .net framework tab to make sure it is pointing to the correct version 3.5 of the .net framework.

Error: Database error.

Solution: Go to debugdatabaseconnection.aspx in the application and paste in your connection string, the error
will tell you how to fix it. If you are using SQL 2005 Express, by default it does not allow remote connections (see
SQL express help on how to configure). If the app is running on a domain controller you will not be able to use
integrated security SSPI in your SQL connection string, you will have to use the sql login in the connection string.
Again use the debugdatabaseconnection.aspx for testing. If you are using integrated security SSPI, the asp.net
account (or account it logs in with ) must have permissions to the sql server.

Error: Object reference not set to an instance of an object.trace: at
SelectSurveyNET.SurveyListPage.Page_Load

Solution 1: Make sure you have upgraded your database to add new columns. See releasenotes.txt in the
upgrade zip file, check all database changes from version you were using, to new version.

Solution 2: If you are running the application on a sharepoint server, you need to add variables to the web.config
so that login authentication will retain user.context.

Sharepoint variables: (add to system.web section in web.config.)
<trust level="Full" originUrl=""/>
<httpHandlers>

<add verb="*" path="*.aspx" type="System.Web.UI.PageHandlerFactory, System.Web,
Version=1.0.5000.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a" />

</httpHandlers>

<httpModules>
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<add name="Session" type="System.Web.SessionState.SessionStateModule"/>
<add name="FormsAuthentication" type="System.Web.Security.FormsAuthenticationModule"/>

<add name="PassportAuthentication"
type="System.Web.Security.PassportAuthenticationModule" />

<add name="UrlAuthorization" type="System.Web.Security.UrlAuthorizationModule"/>
<add name="FileAuthorization" type="System.Web.Security.FileAuthorizationModule"/>
</httpModules>

<pages enableSessionState="true" enableViewState="true" enableViewStateMac="true"
validateRequest="false"/>

Appendix E: Preferred Hosting Providers

Hosting provider must allow control panel ability to add asp.net application folder. If they don’t, then you will most
likely have to create a support ticket to wait for them to add it for you.

The below hosting providers have asp.net permissions and asp.net application folders that you can configure
through the control panel: (this is not a complete list)

Intermedia.net

Godaddy.com

Appendix F: Windows Sharepoint Services

Hosting the survey application on a server that has Microsoft Sharepoint Services installed will require some
tweaking for security to work.

Sharepoint security will over-ride security to the Survey application (or any other 3 party application) without
following the below steps:

(The below is an excerpt from http://support.microsoft.com/kb/828810)

Add Sharepoint information to Select Survey web.config:
You'll have to both add an excluded path and clear out the HTTP handlers in
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web.config. In your web.config file, add these directives immediately after
<system.web>.

Example 1: (default)

<!--SHAREPOINT START: DEFAULT SHAREPOINT ADDITIONS -->
<trust level="Full" originUrl=""/>

<httpHandlers>

<add verb="*" path="*.aspx" type="System.Web.UI.PageHandlerFactory, System.Web,
Version=1.0.5000.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a" />

</httpHandlers>

<pages enableSessionState="true" enableViewState="true" enableViewStateMac="true"
validateRequest="false"/>

<!--SHAREPOINT END -->

Here is another example of a more complicated sharepoint addition to the survey web.config (add directly under
system.web section in web.config):

Example 2: (complex)

<!--SHAREPOINT START -->

<trust level="Full" originUrl=""/>
<httpHandlers>

<add verb="*" path="*.aspx" type="System.Web.UI.PageHandlerFactory, System.Web,
Version=1.0.5000.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a" />

</httpHandlers>
<httpModules>
<add name="Session" type="System.Web.SessionState.SessionStateModule"/>
<add name="FormsAuthentication" type="System.Web.Security.FormsAuthenticationModule"/>

<add name="PassportAuthentication"
type="System.Web.Security.PassportAuthenticationModule"/>

<add name="UrlAuthorization" type="System.Web.Security.UrlAuthorizationModule"/>
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<add name="FileAuthorization" type="System.Web.Security.FileAuthorizationModule"/>
</httpModules>

<pages enableSessionState="true" enableViewState="true" enableViewStateMac="true"
validateRequest="false"/>

<!--SHAREPOINT END -->

You can also find more information on google groups and the Microsoft support site.

Appendix G: Web Farm Configuration

SelectSurvey.NET can be configured for web farms or web gardens by following the instructions below to make a
simple change to the web.config file. ASP.NET session state lets you share session data user-specific state
values across all machines in your Web farm. Now a user can hit different servers in the web farm over multiple
requests and still have full access to her session.

The default setting for session state in the SelectSurvey.NET web.config is “inProc” session state
because its performance is faster than all the different types of session states. For SelectSurvey.NET to
run without session errors on a web farm or web garden scenario, the session state must be changed
from “inProc” to “StateServer” in the web.config as described below:

To configure an ASP.NET application to use StateServer mode, in the application's Web.config file do
the following:

o Set the mode attribute of the sessionState element to StateServer.
« Set the stateConnectionString attribute to tcpip=serverName:42424.

The following example shows a configuration setting for StateServer mode where session state is
stored on a remote computer named sampleStateServer:

<configuration>
<system.web>
<sessionState mode="StateServer"
stateConnectionString="tcpip=SampleStateServer:42424"
cookieless="false"
timeout="20"/>
</system.web>
</configuration>

Read the items below concerning proper setup of the servers on the webfarm.
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StateServer
. - In a web farm, make sure you have the same <machineKey> in all your web servers. See KB
313091 on how to do it.
. - Also, make sure your objects are serializable. See KB 312112 for details.
. - For session state to be maintained across different web servers in the web farm, the

Application Path of the website (For example \LM\W3SVC\2) in the 1IS Metabase should be
identical in all the web servers in the web farm. See KB 325056 for details

Additional information on Microsoft.com:

More information can be found here: http://www.eggheadcafe.com/articles/20021016.asp

Web-Farm Session State ASP.NET session state lets you share session data user-specific state
values across all machines in your Web farm. Now a user can hit different servers in the web farm over
multiple requests and still have full access to her session.

http://msdn2.microsoft.com/en-us/library/ms178586.aspx

Appendix H: Single Sign on with SQL Membership Provider

SelectSurvey.NET provides integration with Single Sign on using MS SQL Membership Provider as an optional
feature. Below are instructions for configuring the Single Sign on feature.

When the membership provider is activated, the application authenticates to the membership provider database,
and then tries to find the user with the same “username” in the sur_user table in the survey database. If it finds it,
the user is redirected into the survey list page.

The user enters their username and password into the survey login.aspx page, it authenticates to your
membership provider database, then looks in the survey database for the matching user and redirects them into
the survey list page (depending on the user’s role level).r

The users in the survey database still need to synch with whatever single sign on you are using. You can either
write a custom provider to do the synching or you can modify the source code of the survey application to add in
the synching upon login if membership provider is used on the login.aspx.cs page the same way we wrote the
synching for the AD/NTLM page LoginActiveDirectory.aspx.cs. Source code must be purchased to make this edit
in the survey application side. If the synching happens from your custom provider, it can create the user directly
in the database upon authentication.
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1) Edit the web.config file section below:

<!-- If you are using the survey app in a single sign on environment, enter the details of the membership provider
in the <membership> node further down in this file. -->

<add key="UseMembershipProvider" value="no" />

2) Edit the web.config section as follows: Incluede a <membership>
configuration in the <system.web> section as shown:

<membership defaultProvider="SqlMembershipProvider">
<providers>

<add name="SglMembershipProvider"
type="System.Web.Security.SglMembershipProvider" connectionStringName="ASPNETDB"
requiresUnigueEmail="true" maxinvalidPasswordAttempts="25" minRequiredPasswordLength="4"
minRequiredNonalphanumericCharacters="0" requiresQuestionAndAnswer="false"
applicationName="/SelectSurveyNET"/>

</providers>

</membership>

3) Configure a <connectionString> element with the name “ASPNETDB”.

That is the connection string to the authentication database. It is required in
addition to the connection string to the SelectSurvey.NET database. Below
is a condensed version of what the web.config file should look like:

<?xml version="1.0" encoding="UTF-8"?7>
<configuration>
<connectionStrings>

<add name="ASPNETDB” connectionString="Data
SoUrce=xxx.XXxXxX.XXXX.XxXxx;Initial
Catalog=xxxxxx;UID=xxxxxxxx;Password=xxxxxx”
providerName="System.Data.SqlClient” />
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</connectionStrings>
<appSettings>

--all your app settings go in here. along with your existing SelectSurveyNET
connection string

<add key="UseMembershipProvider” value="yes” />
<add key="SURVEY_APP_DB_DRIVER” value="OleDb” />

<add key="SURVEY_APP_CONNECTION” value="Provider=SQLNCLI;Data
Source=xxx.xXxxxX.XxXxx.xxxx;Initial
Catalog=SelectSurveyNET;UID=xxxxxx;Password=xxxxx" />

-- other settings...

</appSettings>

<system.web>

<membership defaultProvider="SqglMembershipProvider">
<providers>

<add name="SglMembershipProvider"
type="System.Web.Security.SglMembershipProvider" connectionStringName="ASPNETDB"
requiresUnigueEmail="true" maxinvalidPasswordAttempts="25" minRequiredPasswordLength="4"
minRequiredNonalphanumericCharacters="0" requiresQuestionAndAnswer="false"
applicationName="/SelectSurveyNET"/>

</providers>
</membership>

</system.web>
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